MS IS elD card support

Administrator guide

CONFIGURING IIS TO SUPPORT
ESTONIAN DIGITAL ID-CARD FOR
AUTHENTICATION

Date of creation 21.01.2019
Receivers RIA

Author Urmas Vanem, OctoX
Version 25.10/1

Version information \

Date Version Changes/Notices
21.01.2019 19.01/1 Public version, based on 18.12 software
12.02.2019 19.02/1 Added OCSP options.
Changed by Urmas Vanem.
01.10.2019 19.10/1 Added information about Windows server (lIS)

patches statuses and future availability by versions.
See paragraph 6 in introduction.

Changed by Urmas Vanem.

18.10.2019 19.10/2 Added information about Windows Server 2016
update KB4516061, which solves Chrome-IIS
problem.

Changed by Urmas Vanem.

08.11.2019 19.11/1 Added information about Windows Server 2019
update KB4520062, which solves Chrome-IIS
problem.

Changed by Urmas Vanem.

14.11.2019 19.11/2 Added information about Windows Server 1903
(SAC) update KB4524570, which solves Chrome-IIS
problem.

Changed by Urmas Vanem.

12.12.2019 19.12/1 Added recommendations for securing IIS.

Changed by Urmas Vanem.

RIA elD Guidances https://www.ria.ee Page 1/29



MS 1IS elD card support

Administrator guide

14.12.2019 20.12/1 Added security recommendations to block access
for certificates issued by third sub-CA's.
Changed by Urmas Vanem

17.12.2020 20.12/2 Added some security recommendations to chapter
,Denying access for unnecessary CA-s “.
Changed by Urmas Vanem

03.03.2021 21.03/1 Removed deprecated info of 1IS and Chrome
combination and updated to the latest.
Changed by Kristjan Vaikla.

30.04.2021 21.04/1 Support for aged ESTEID-SK 2011 certificates
removed.
Changed by Urmas Vanem

14.12.2021 21.12/1 Server platform upgraded to version 2022. Added

ECDSA certificate request procedure. TLS and
Cipher recommendations are updated.
Changed by Urmas Vanem

18.01.2022 22.01/1 Added Windows Server 2022 and TLS 1.3 protocol
related information, including procedure for
enabling in-handshake authentication method to
allow certificate-based authentication with TLS 1.3

protocol.

Changed by Urmas Vanem
18.12.2023 23.12/1 Removed ESTEID-SK 2015 chain.

Changed by Urmas Vanem
31.10.2025 25.10/1 Added Zetes certificates

Changed by Raul Kaidro

RIA elD Guidances https://www.ria.ee Page 2/29



MS 1IS elD card support

Administrator guide

Instructions on how to configure |IS to support Estonian elD cards for authentication.

Introduction

In this guide we describe how to configure Microsoft IIS web services to require two-way SSL. On the
server side we can use any certificate with server authentication EKU, trusted by clients. On client side
we use any of Estonian elD card (ID-card, residence card, digital ID or e-Resident’s digital ID).

Windows Server 2022 and Windows 10 operating systems have been used to create this guide. On
client side we support certificates issued from the SK ID Solutions EE-GovCA2018 and Zetes
EEGovCA2025 chain. To recognize user smart card certificate, we also need ID-software on the client
sidel. Server certificate in this demo-guidance is issued from OctoX test CA.

We can use different authentication methods in IIS. In this guide we configure IIS in simplest possible
way and use only anonymous authentication after authentication users can access website as
dedicated (IUSR) user.

Currently we tested the configuration with the following browsers (latest versions):

1) Microsoft Edge
2) Mozilla Firefox
3) Google Chrome

Configuration for one-way SSL/TLS

Configuring Windows Server certificate

IS server needs a TLS certificate to offer web services securely. In our example we use certificate issued
from OctoX test environment. Both clients and web server itself must trust the certificate.

In domain environment it can make sense to use internal CA as web server certificate issuer. But if the
security level is not good enough or we want to offer IIS services widely (for public services for
example), it can be a good idea to get a certificate from any commonly trusted CA.

Requesting server certificate

Because using IIS management console for querying TLS certificate is quite limited, we use certificates
management console for that. Let’s start mmc.exe on IS server and add local computer/certificate
add-on into it. Now we have to create custom query:

! https://www.id.ee/en/article/install-id-software/
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Picture 1 — start with custom request

Let’s click three times Next and then select Details, Properties. Certificate query custom request
properties windows appears:

] Console Root
v [l Certificates
v ] Persona

Click Mext to use the options already selected for this template, or click Details to custemize the certificate
request, and then click Next.

-
B Consolel - [C 5] Certificate Enrollment o x
& File Action |- & x
LA AN Certificate Information

I>

ended Purposes

7] Certy
5 [ Trusted Custom request j‘J STATUS: Available .Details A
> 7] Enterpri The following options describe the uses and validity period that apply to this type of certificate:
? ‘_:I Intermg Certificate Properties ot
» [ Trusted
> g %‘;‘_’f’:’; General Subject Extensions Private Key
z B Trul;ted A friendly name and description will make it easier to identify and use a certificate.
5 7] Clients Friendly name:
5 | Preview| || |

=,

< Description:

Personal store cont | |

=

Picture 2 - certificate query properties window

In the certificate query properties window we can set the exact properties we want to see in our new
certificate.

If we need to do similar queries more often, then we recommend to use PowerShell for automation.

Tab General
Here we can set certificate friendly name and description. These fields are actually not inner parts of
certificate but can be useful for later certificate selection and understanding what is what.
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Certificate Properties X

General Subject Extensions Private Key
Afriendly name and description will make it easier to identify and use a certificate,
Friendly name:

| OctoX demo 1S webserver |

Description:

| for demonstratinlg two-way 55L with Estonian EID cards |

[ o ][ camcel || aomy |

Picture 3 - certificate general information

Tab Subject
Here we describe certificate subject as usual. If we want to use different DNA aliases or common name
for any reason is not FQDN, then it is necessary to describe SAN DNS names in this tab too!
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Certificate Properties

General Subject Extensions Private Key

The subject of a certificate is the user or computer to which the certificate is issued. You

can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name:

Type: CM=iis2112.kaheksaxi
C=EE

| Organization unit v | Add > O=OctoX

Value: OU=DEV

| | < Remaove

Alternative name:

Type:

pha iis2112.kaheksa.xi
|DNS v| iis2111 kaheksaxi
Value: \ ebServer.kaheksaxi

Add >
| |

< Remove

| ok || Cancel || aply |

Picture 4 - subject example configuration

Tab Extensions
In extensions tab we set following options:

1. Key Usage:
a. Digital signature;

b. Keyencipherment.
2. Extended Key Usage:

a. Server Authentication.
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Certificate Properties X

General Subject Extensions  Private Key

Key usage PO
The key usage extension describes the purpose of a certificate,

Available options: Selected options:
CRL signing Digital signature
Data encipherment
Decipher anly

Key agreement

KE certificate 5|in|ni

Make these key usages critical

Extended Key Usage (application policies) A

An application pelicy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this template.

Available options: Selected options:
Code Sinninn v

| Ok I | Cancel | | Apply |

Picture 5 - describing extensions

Tab Private Key
Here we select CSP (cryptographic service provider). In our example we want to use ECDSA_P256, so
we unselect RSA and select ECDSA_P256.
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Certificate Properties X

General Subject Extensions Private Key

Cryptographic Service Provider ~

A CSP s a program that generates a public and private key pair used in many
certificate-related processes,

Select cryptographic service provider (C5P):

] CWlfai AZUCFOITWI, IVILTUSUIL JUTLWATE MEY JLUTdye Frowviacr
[JECDSA_x862P256v1,Microsoft Software Key Storage Provider
ECDSA_P256,Microsoft Software Key Storage Provider
[JECDSA_P384, Microsoft Software Key Storage Provider
[JECDSA_P521,Microsoft Software Key Storage Provider
[]RSA, Microseft Passport Key Storage Provider

M RCA Mirracaft Crmart Mard K Sharana Dranidar

[15how all CSPs

Key options b
Select Hash Algorithm A4

Select Signature Format v v

Cancel Apply

Picture 6 - selecting CSP

Let’s click OK and Next to save the request file with any name you like in ,Base64“ format.

We can check the contents of request file with command “certutil -dump REQUEST_FILE_NAME”".

B8 Administrator: Command Prompt - m} x

C:\Temp>certutil -dump iis2112.req
PKCS18 Certificate Reguest:
Version: 1
Subject:
CN=1is2111.kaheksa.xi
C=EE
0=0ctoX
QU=DEV
Mame Hash(shal): 45797ff22832b5fe8c8b255f2f2e89cf5e31adds
Name Hash(md5): 8816efb9496e655e5e38d696bblbB8d4

Public Key Algorithm:

Algorithm ObjectId: 1.2.848.18845.2.1 ECC

Algorithm Parameters:

86 98 2a 86 48 ce 3d B3 @1 &7

1.2.840.16845.3.1.7 ECDH_P256

Public Key Length: 256 bits
Public Key: UnusedBits = @
@eee @4 bf le 89 a8 db6 88 58 7d 4d 78 fb 14 eb 54 es

Picture 7 — request file contents

We can also see DNS aliases we defined in this query:

RIA elD Guidances https://www.ria.ee Page 8/29



MS 1IS elD card support

Administrator guide

BN Command Prompt — O X

Subject Alternative Name A
DMS Name=1is2112.kaheksa.xi
DMS Name=1is2111.kaheksa.xi
DMS Name=MyWebServer.kaheksa.xi

Picture 8 - DNS aliases in query file

Now we must send the query file to any CA for certificate generation. If everything goes fine, we’ll get
the certificate back.

n  Certificate x

General Details  Certification Path

|= a Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: iis2111.kaheksa.xi

Issued by: OctoX Demo CA 21,11

Valid from 14, 12,2021 to 14,12 2022

Issuer Statement

Picture 9 — certificate for IIS server

Installing certificate
Issuing CA certificate ,,OctoX Demo CA 21.11“ must be trusted by our IIS server. It means it must be in
IIS server Trusted Root Certification Authorities’ container.?

2 |If certificate is issued by intermediate CA, it must be in intermediate certification authorities
container. In this case root CA certificate for intermediate CA must be in trusted root certification
authorities container.
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ﬁ Consolel - [Conscle Root\ Certificates (Local Computer)\Trusted Root Certification Authoritie.., — | X
ﬁ File Action View Favorites Window Help - 8 %
| 2@ F2XE= HE
v Gl C_ertificates (Local Computer) A | lssued To . Issued By ~
5 || Personal . . .
- T 4 Root Certification Auth [ZIMicrosoft Time Stamp Root Cer...  Microsoft Time Stamp Root Certif..,
v 5”:; ﬂ_c:; ertification Authc NO LIABILITY ACCEPTED, (c)97... NO LIABILITY ACCEPTED, ()37 Ve...
R e OctoX Demo CA 21.11 OctoX Demo CA 21.11
» || Enterprise Trust ] OctoX TESTS OctoX TESTE
5 || Intermediate Certification Authc  Ucto cto
. - [l starfield Class 2 Certification A...  Starfield Class 2 Certification Auth...
5 || Trusted Publishers
5 [ Untrusted Certificates Syrmantec Enterprise Mobile Ro.., Symantec Enterprise Mobile Root ...
5 :I Third—Party Root Certification & TEST of EE-GovCAZ018 TEST of EE-GowCAZ0138
5[] Trusted People [ Thawte Timestamping CA Thawte Timestamping CA
» [ Client Authentication lssuers USERTrust RSA Certification Aut... USERTrust RSA Certification Autho..,
» | Preview Build Roots VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce...
5 || Test Roots w [ VeriSign Universal Root Certific...  VeriSign Universal Root Certificati...
< - T > < >

Trusted Root Certification Authorities store contains 36 certificates.

Picture 10 - issuing root CA certificate in correct container

Certificate for IS server must belong to local computer personal certificates container on IIS server.
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] Windows Live |D Tok

7] WindowsServerUpda ¥
< >

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Personal Certificates] — | =
ﬁ File  Action View Favorites  Window  Help -8 %
e | nF 4 2IXE = HE
7] Console Reoot A | lssued To Issued By
W Eﬁ] CJertlflcates (Local Comg Eiiﬂ'l'l'l.kaheksa.xi OctoX Demo CA 2111

w || Personal

| 7| Certificates n Certificate ot

¥ :| Trusted Root Certifici I _ : :

s ] Enterprise Trust General Details Certification Path

v [ Intermediate Certific

5[] Trusted Publishers . .

x : | Certificate Inf tio|

» || Untrusted Certificate | | | Le € Imormation

? :__I Third-Party Root Cer This certificate is intended for the following purpose(s):

» [ Trusted People * Ensures the identity of a remote computer

¥ j Client &uthenticatior

» j Preview Build Roots

% 7] Test Roots

» [ ] Remote Desktop

¥ j Certificate Enrollmer

v 7] Smart Card Trusted R

5[] Trusted Packaged Ap Issued to: iis2111.kaheksa,xi

» [ Trusted Devices

» (] Web Hosting Issued by: OctoX Demo CA 21,11

»

»

Valid from 14,12, 2021 to 14,12, 2022

? ‘fou have a private key that corresponds to this certificate.

Personal store contains 2 certificate

Issuer Statement

[ o ]

Picture 11 - IS certificate in correct container, certificate have private key

Confi IIS for one-way SSL

To configure one-way SSL on IIS server we must add new http(s) binding (usually port 443) and apply
certificate to it. And it is definitely a good idea to disable legacy TLS protocols!
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Edit Site Binding

Type: ¥ address: Poet:

{ vit
hups © Al Unassagned 443

Host name

[ Require Servir Name indication

[ Disable TLS 1.3 over ICP [[] Disable QUAC
[ Disable Legacy 1LS [ Disatsle HTIP/2
[] Disable OCSP Staphng

SSL certificate:

OctoX demo 5 webserves v [

Picture 12 - defining HTTPS binding with certificate iis2111.kaheksa.xi and disabling legacy TLS

protocols

After applying settings one-way SSL works and we can access website over HTTPS protocol.
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1IS Windows Server X -+ = O X

C Q B ntips:/iis2111.kaheksaxi

=R Windows Server

Internet Information Services

n _ E

Uldine Meedia Oigused = Turvalisus

Wel : Veebilehe identiteet
cicome BIEOEIE  \ecpilent: iis2111.kaheksaxi
Omanik: Sellel lehel puudub omaniku info,
&35c% Benvenuto #9 Verifitseerija:  CN=OctoX Demo CA 21.11 Vaata sertifikaati
Aegub: kolmapaev, 14. detsember 2022

‘w '; b.. Bie Privaatsus ja ajalugu

Kas ma olen enne ténast seda lehte juba kilastanud? Jah, 3 korda

Bem-vindo ‘ ‘ { Kas see veebileht salvestab infot minu arvutisse? Ei  Kustuta kiipsised ja saidi andmed
Ko
. 9 Kas ma olen salvestanud selle veebilehe paroole? Ei Vaata salvestatud paroole
Vitejte ©PICQ
Tehnilised iiksikasjad

Kriptitud Ghendus (TLS_AES_256_GCM_SHA384, 256-bitised vétmed, TLS 1.3)
Vaadatava lehe sisu kraptiti enne interneti teel edastamist.

Kriptimine teeb volitamata isikutel arvutite vahel edastatava info vaatamise keeruliseks.
Microsoft i Seetdttu pole téendoline, et keegi sai selle lehe sisu virgus edastamise ajal lugeda.

Abi

Picture 13 - one-way SSL works with TLS 1.3 protocol, browser is Firefox

In information window of Firefox, we can see that:

1) Our web server certificate iis2111.kaheksa.xi is in use;
2) TLS protocol version 1.3 is in use.

Disabling HTTP access

To disable access to website over unsecure HTTP (usually port 80) we can remove the binding from
configuration and disable firewall access to port 80. As an alternative we can create automatic
redirection rule from port 80 to port 443. It can be useful for cases when users do not type https://
prefix to server address and cannot reach to website.
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Requiring two-way SSL, certificate authentication

Preset

Note! At the moment (18.01.2022) 1IS 10/Schannel running on Windows Server 2022 is using post-
handshake authentication method with TLS 1.3 by default. But because common browsers do not
support this method, this configuration in practice is faulty. The problem with TLS 1.3 is that the server
will not send certificate request query to the client in default configuration and because of missing
client certificate server resets connection. To re-enable certificate-based authentication we must turn
TLS 1.3 off. Alternative way is to enable in-handshake authentication method, we discuss it later in
chapter “Enabling in-handshake authentication method”.

Until the problem exists with Windows Server 2022, we must turn TLS 1.3 over TCP off. We can do it
by selecting “Disable TLS 1.3 over TCP” in lIS bindings window:

Edit Site Binding ? x
Type: IP address: Port:
https ~ |All Unassigned v| |443 |
Host name:

[] Require Server Mame Indication

Dizable TLS 1.3 over TCP [] Dizable QUIC
Disable Legacy TLS [] Disable HTTP/2
[] Disable OCSP Stapling

S5L certificate:

| OctoX demo IS webserver o Select... View...

QK Cancel

Picture 14 - turn TLS 1.3 off to enable certificate based authentication

Confi IIS server to support Estonian elID cards

To enable two-way SSL certificate authentication must be turned on. By default, all trusted certificates
with client authentication extension in EKU can be used. Client certificate chain must be known by
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server, intermediate certificates must belong to intermediate certificates container and root
certificates must belong to trusted root certification authorities container.

In our case we need to add following certificates into IS server certificate store:

1) Trusted Root Certification Authorities:

a. EE-GovCA2018 (http://c.sk.ee/EE-GovCA2018.der.crt)

b. EEGovCA2025 (https://crt.eidpki.ee/EEGovCA2025.crt)
2) Intermediate Certification Authorities®:

a. ESTEID2018 (http://c.sk.ee/esteid2018.der.crt)
b. ESTEID2025 (https://crt.eidpki.ee/ESTEID2025.crt)

After defining certificate chains, we can enable certificate requirement in website SSL settings:

@ SSL Settings

This page lets you modify the 5501 settings for the content of a website or application.
Require S50

Client certificates:
) Ignore
() Accept
@) Require

Picture 15 - requiring client certificate

Described configuration allows access to website over port 443, client certificate is required. While
connecting to server over https certificate request appears:

3 To support EID cards issued for organizations by ,,SK ID Solutions”, we must add to the list also EID-
SK EID-SK 2016 (https://www.sk.ee/upload/files/EID-SK 2016.der.crt) certificates!
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* Uus kaart X + = O X
X Q  https://iis2111.kaheksaxi @ =
L¥ Enim kiilastatud @ Alustamisjuhend
~
@ Firefox
Password Required - Mozilla Firefox X

@ Please enter the password for the PKCS#11 token 172746 (PIN1).

- | | - | S

Picture 16 - certificate requires pin in Firefox browser

i152111.kaheksaxi

After entering PIN, certificate revocation status will be checked by IIS server and if it is good, user can

access website.

RIA elD Guidances https://www.ria.ee Page 16/29



MS 1IS elD card support

Administrator guide

IS Windows Server X “+ = O X

O B https://iis2111.kaheksaxi

C

=@ Windows Server

Oigused = Tugvalisus

Veebilehe identiteet
Welcome Veebileht: iis2111.kaheksa.xi

Omanik: Sellel lehel puudub omaniku info.

WSore o 2a\=y Verfitseerija:  CN=OctoX Demo CA 21.11 Vaata sertifikaati
Aegub: kolmapaev, 14. detsember 2022

Privaatsus ja ajalugu

Kas ma olen enne tanast seda lehte juba kilastanud? Jah, 3 korda

Bem-vindo Kas see veebileht salvestab infot minu arvutisse? Ei Kustuta kipsised ja saidi andmed

Kas ma olen salvestanud selle veebilehe paroole? Ei Vaata salvestatud paroole

Tehnilised iiksikasjad

Kraptitud Ghendus (TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384, 256-bitised vétmed, TLS 1.2)
Vaadatava lehe sisu kriptiti enne interneti teel edastamist.

Kriptimine teeb volitamata isikutel arvutite vahel edastatava info vaatamise keeruliseks. Seetdttu
pole téendolineg, et keegi sai selle lehe sisu vorgus edastamise ajal lugeda.

Abi

Picture 17 - authentication succeeded over TLS 1.2 protocol

As an alternative we can use certificate acceptance instead of requiring it. In this case we can access
websites also with username or password or without authentication at all.

Enabling in-handshake authentication method

If we want to use TLS 1.3 protocol with Windows Server 2022 IS 10, we must enable the in-handshake
authentication method. With this method certificate request query is sent to client with Server Hello.

Please follow next steps to enable in-handshake authentication method:
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1) Document Certificate Hash and Application ID values with command “netsh http show sslcert”.

B Administrator: Command Prompt - O *

C:\Users\Administrator>netsh http show sslcert ~

SS5L Certificate bindings:

IP:port : B.9.68.08:443

Certificate Hash : 312bbb78898b53216753998c67bceech07d49+79
Application ID : {4dc3el81-e14b-4321-bB22-59fc669b@914}
Certificate Store Name T MY

Verify Client Certificate Revacatlan : Enabled
Verify Revocation Using Cached Client Certificate Only : Disabled

Usage Check : Enabled

Revocation Freshness Time H ]

URL Retrieval Timeout B

Ctl Identifier : (null)

Ctl Store Name : (null)

DS Mapper Usage : Disabled
v Megotiate Client Certificate : Disabled

Reject Connections : Disabled

Picture 18 - "negotiate client certificate" is disabled by default

2) Remove certificate binding from port 443 with command “netsh http del sslcert 0.0.0.0:443":

B Administrator: Cornmand Prompt — O *

IC:\Temp>netsh http del sslcert 9.08.8.8:443

S5L Certificate successfully deleted

IC:\Temp>_

Picture 19 - remove certificate from port 443

3) Bind certificate to port 443 again and also enable in-handshake authentication with command
“netsh http add sslcert ipport=0.0.0.0:443
certhash=312bbb70898b5ae10753998c67bceeeb97d49f79 appid={4dc3el181-el4b-4a21-
b022-59fc669b0914} certstorename=MY clientcertnegotiation=Enable“:
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B Administrator: Command Prompt — O >

IC:\Users\Administrator>netsh http add sslcert ipport=8.6.8.8:443 certhash=312bbb788
08b5ael18753998c67bceeeb97d49f79 appid={4dc3el81-el14b-4321-b822-59fc669b8914} certst
orename=MY clientcertnegotiation=Enable ,

SSL Certificate successfully added

Picture 20 - enabling clientcertnogotiation

If we check certificate binding information again, we can see that Negotiate Client Certificate is now
enabled:

B Administrator: Cormmand Prompt — O x

C:%Users\Administrator»netsh http show sslcert A

SSL Certificate bindings:

IP:port 1 8.6.0.8:443

Certificate Hash : 312bbb78898b5ael187530098c67bceeeb97d40F79
Application ID : {4dc3el81-e14b-4a21-b822-59fc669bB914}
Certificate Store Name MY

Verify Client Certificate Revocation : Enabled
Verify Revocation Using Cached Client Certificate Only : Disabled

Usage Check : Enmabled
Revocation Freshness Time 8
URL Retrieval Timeout -
Ctl Identifier : (null)
Ctl Store Name : (null)
DS Mapper Usage : Disabled
VNegotiate Client Certificate : Enabled
Reject Connections : Disabled w

Picture 21 - in-handshake authentication method is now enabled

Note. Because session renegotiation is disabled with TLS 1.3, we must understand, that authentication
must happen on first page. If we already have one-way SSL connection with any website, renegotiation
will fail, if some parts of this site/page require it. So, if necessary, we must somehow solve this
“landing” problem.

Authentication

In our configuration we use only anonymous authentication:
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q Authentication

Group by:  MNe Grouping =

MName Status Response Type
Anonymeus Authentication Enabled —
ASP.MET Imperscnation Disabled

Picture 22 - anonymous authentication, user can access website as user IUSR

Possible additional configurations

The purpose of this document is not to give exact guidance how to configure or secure web sites. But
we want to introduce useful configurations for using two-way SSL with Estonian elD cards. In the
following chapters, we point out possibilities we think are important.

Filtering certificate list on client side

By default, all personal certificates with private key and user authentication EKU on client side are
accepted by IIS. But it is possible to teach IIS to share list of acceptable certificate authorities with
clients — in this case browser shows only certificates from supported chains to user.

Our goal is to support only certificates issued from chains under root CA “EE-GovCA2018” and
“EEGovCA2025".

1) Get IS certificate information with command “netsh http show sslcert 0.0.0.0:443":
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BN Adrministrator: Command Prompt — O X

C:\Temp>netsh http show sslcert ©.8.6.8:443

SSL Certificate bindings:

IP:port : 8.8.8.6:443
" Certificate Hash : 312bbb78898b52e18753998c67bceeeb97d49f70
"™ Application ID : {4dc3el81-e14b-4a21-b822-59fc669b0914}
Certificate Store Name DMy

Verify Client Certificate Revocation : Enabled
Verify Rewvocation Using Cached Client Certificate Only : Disabled

Usage Check : Enabled
Revocation Freshness Time 1B
URL Retrieval Timeout 1B
Ctl Identifier : (null)
= Ctl Store Name : (null)
DS Mapper Usage : Disabled
Megotiate Client Certificate : Disabled
Reject Connections : Disabled
Disable HTTP2 : Not Set
Disable QUIC : Not Set
Disable TLS1.2 : Not Set
Disable TLS1.3 : Set
Disable OCSP Stapling : Not Set
Enable Token Binding : Not Set

Picture 23 - default https certificate options

2) Now, let’s remove certificate binding with command “netsh http del sslcert 0.0.0.0:443":

BN Administrator: Command Prompt - O *

IC:\Temp>netsh http del sslcert 9.8.08.8:443

S5L Certificate successfully deleted

IC:\Temp>_

Picture 24 - unbind certificate

3) Now we add certificate again and order it user store ,,Client Authentication Issuers” as list for
acceptable certification authorities for clients. Command is ,netsh http add sslcert
ipport=0.0.0.0:443 certhash=1e75c77c696aa4d49686bblef73ac3b07fdff38a
appid={4dc3e181-e14b-4a21-b022-59fc669b0914} ssictlstorename=ClientAuthlssuer
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BEX Administrater Command Prompt — O >

IC:\Temp>netsh http add sslcert ipport=06.8.0.0:443 certhash=312bbb78898b5ael18 ~
753998c67bceeebo7d49f79 appid={4dc3el81-eldb-4a21-bB22-59fc669b8914} sslctls
torename=ClientAuthIssuer

SSL Certificate successfully added

jC:\Temp> v

Picture 25 - binding certificate with new option

Certhash and appid values can we take from first documentation step, see ,,Picture 23 - default https
certificate options”.

4) Now we can check does ClientAuthlssuer value exists after “CTL Store Name”:

B Administrator: Command Prompt — O x
C:\Temp>netsh http show sslcert 8.8.8.8:443 ~

SSL Certificate bindings:

IP:port : B.8.8.8:443

Certificate Hash 1 312bbb78898b53e18753008c67bceeeb97d49f79
Application ID 1 {4dc3el81-el4b-4521-b622-59tc669b8014}
Certificate Store Name : (null)

Verify Client Certificate Revocation : Enabled
Verify Revocation Using Cached Client Certificate Only : Disabled

Usage Check : Enabled
Revocation Freshness Time 18

URL Retrieval Timeout 1 8

Ctl Identifier : (null)

&= ] Store Mame : ClientAuthIssuer
DS Mapper Usage : Disabled
Megotiate Client Certificate : Disabled
Reject Connections : Disabled

Picture 26 - updated output

We can also check IS configuration to be sure SSL certificate is correctly binded to port 443.

5) Now we must enable certificate filtering option in IIS server registry by adding value
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Send
TrustedlssuerList=1":
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IV Registry Editor = = X
Fle G View, foode Hedp -
ScaPort all Neme Type Dotz
Py [WOewtt) G (e notvet]
: SK:W;“::‘;” = Evertlogging REG_DWORD (20000001 (1)
CaaProfiles = SendTrustedissuerlist REG_DWORD (00000001 (1) ~
v SCHANNEL
Ciphets
CipherSuttes
Hazhes
KeyExchangeAlgonthens
Protocols
Wiigest
ServiceAggregatecEvents
ServiceGroupOrder v

< > € >
Cemputer\ HXEY LOCAL MACHINE\SYSTEM\ CurtertControlSet| Contreh SecurityProviden’ | SCHANNEL

Picture 27 - enabling certificate client side filtering in IIS server registry

6) To support only specific CA on IIS side, we add now our intermediate CA to certificates
container ,Client Authentication Issuers” in 1S server:

(E Console1 - [Console Root\Certificates (Local Computer)\Client Authentication Issuers\Certificates]

File Action View Favorites Window Help

s = =
o= @m0 cz BE
[ Console Root Issued To & Issued By Expiration Date  Intended Purposes

v 'Eﬁl Certificates (Local Computer) ] ESTEID2018 EE-GovCA2018 9/5/2033 OCSP Signing, Clien..

> & Personal ] ESTEID2025 EEGOVCA2025 5/3/2040 <All>
|| Trusted Root Certification Authorities

[ Enterprise Trust
] Intermediate Certification Authorities
|1 Trusted Publishers
[ Untrusted Certificates
(] Third-Party Root Certification Authorities
[ Trusted People
= Client Authentication Issuers
| Centificates
> ] Preview Build Roots

T

Cvvvvwvvy

Picture 28 - we trust only 2 intermediate CA's

7) If necessary, we restart the IIS service or server and check if it everything works as expected.

Checking revocation status of client certificates against OCSP

service

Using OCSP service we can check revocation status of client certificates practically in real time. In every
client authentication attempt web server sends query to OCSP service, which responds with client
certificate revocation status.

Certificates issued by “ESTEID2018” and “ESTEID2025” CA, AIA OCSP service location is included in end
user certificate (http://aia.sk.ee/esteid2018 and http://ocsp.eidpki.ee), so we do not need to make
any change here. But we still can configure our server to check revocation status of certificates using
AlA OCSP service:
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g | Certificate

General Details  Certification Path

Certificate Properties ? X

General Cross-Certificates OCSP Extended Validation

Show: | <Al w~
Spedfy additional OCSP download locations.
Field Value Online Certificate Status Protocol (OCSP) Download URLs
B Version V3
BSerial number J547Fa5014744h3h Sha 365d4F Disable Certificate Revocation Lists (CRL) (not recommended)
BSignah..lre algorithm sha512ECDSA
B Signature hash algorithm sha51i2 Add URL |
Blssuer EE-GovCA2013, NTREE-10747...
=] valid from neljapéev, 20. september 201... http:/[aia.sk.ee/esteid2015
B\Jalid to esmaspaev, 5. september 203...
[ e shvisrt FRTFININ1R NTRFF-1074701
Remove URL

Edit Properties... Copy to File...

QK

Cancel Apply

o B S

Picture 29 - configuring AIA OCSP path on IIS server

Notes

e | repeat here for clarity: Certificates issued by “ESTEID2018” / “ESTEID2025” CA has AIA OCSP
path described in certificate. CRL is not described for those certificates.

o Windows server by default changes from OCSP based revocation check to CRL based
revocation checking after 50 OCSP queries. In our configuration, this doesn't really matter
since we don't use CRL at all. For other configurations | mention here, that we can change this
behavior by changing registry value of registry key
HKEY_LOCAL_MACHINE/Software/Policies/Microsoft/SystemCertificates/ChainEngine/Config
/CryptnetCachedOcspSwitchToCrlCount. For more information take a look at OCSP magic
count or magic number. We can also change the behavior with windows policy:
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Picture 30 - changing OCSP magic count

Recommended security settings for IIS

SSL/TLS

1S version 10 is using TLS protocol versions from 1.0 to 1.3 by default®. Older SSL versions are disabled
by default.

Old unsecure SSL/TLS protocols with version number lower than TLS 1.2 should definitely no longer be
used. TLS 1.2 should be the lowest version to use! From Windows Server version 2022 TLS 1.3 is also
available. If you need one-way SSL, it can be good idea to enable only TLS 1.3!

More information about the recommendations for the use of the TLS protocol can be found in the
cryptographic algorithms life cycle reports ordered by RIA at
https://www.id.ee/en/article/cryptographic-algorithms-life-cycle-reports-2/.

In addition to disable older TLS versions in 1IS management console, we can disable TLS versions 1.0
and 1.1 in registry keys with defining following values®:

4 https://docs.microsoft.com/en-us/windows/win32/secauthn/protocols-in-tls-ssl--schannel-ssp-

?redirectedfrom=MSDN.
®> These entries do not exist in the registry by default.
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e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\P
rotocols\°®:

o TLS 1.0\Server
= Enabled DWORD:0
= DisabledByDefault = DWORD:1

o TLS 1.1\Server
= Enabled DWORD:0
= DisabledByDefault = DWORD:1

B Registry Editor - O d
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHIME\SYSTEM\ CurrentContrelSet\Control\SecurityProviders\SCHANMEL\Protocols\TLS 1.1%

i KeyExchangelflg & || MName Type Data
v pm—:ﬁ;:l; 3!,] {Default) REG_SZ {value not set)
v S ' _?gb']DisabledByDefault REG_DWORD (e 00000007 (1)
Erver ¥ Enabled REG_DWORD Crc000D000D (0)
W TL5 1.1
Server
- Poi i Lme s P >

Picture 31 — disabling TLS 1.0 and 1.1 for server part in registry

Of course, it is also possible to deploy TLS/SSL versions settings through group policy by deploying
registry settings.

Cipher suites
There are many different cipher suites available with Windows Server. We can list available cipher
suites with PowerShell command Get-TLSCipherSuite’.

It is impossible to give an exact recommendation for configuring cipher suites because different
environments have different requirements. And requirements and possibilities are changing in time.
The only recommendation we can give here is to remove non-secure cipher suites from the list if any
exist. Before going on with configuring cipher suites, we recommend getting acquainted with RIA's
recommendations for the use of the cipher suites in the cryptographic algorithms life cycle report at
https://www.id.ee/en/article/cryptographic-algorithms-life-cycle-reports-2/. It can make sense to
enable only specific cipher combinations.

So, if we want to configure specific cipher suites, the best way to do it is probably using local or group
policy. To configure cipher suites ECDHE-ECDSA-AES256-GCM-SHA384 and ECDHE-RSA-AES256-GCM-
SHA384 as only ones in our configuration, we must modify policy setting “Computer

® 1t is also possible to configure client part for SSL/TLS versions, but currently we are talking about
server configuration. It does not mean, that configuring client part is not recommended, it just
depends.

7 https://docs.microsoft.com/en-us/windows/win32/secauthn/cipher-suites-in-schannel

RIA elD Guidances https://www.ria.ee Page 26/29


https://www.id.ee/en/article/cryptographic-algorithms-life-cycle-reports-2/%22%20HYPERLINK%20%22https:/www.ria.ee/sites/default/files/content-editors/publikatsioonid/cryptoreport2021.pdf
https://docs.microsoft.com/en-us/windows/win32/secauthn/cipher-suites-in-schannel

MS 1IS elD card support

Administrator guide

Configuration/Administrative Templates/Network/SSL Configuration Settings: SSL Cipher Suite Order”.
Cipher suites must be separated with comma.?

&l Local Group Policy Editor - O
File Action View Help
ol AR (RN 7 Hoc A 4

5> | QoS Packet Scheduler A || Setting

— SSL Cipher Suite Order

| SSL Configuration Settings ECE Cirve Ordis

> || TCPIP Settings

A SSL Cipher Suite Order
SSL Cipher Suite Order PN | Next Setting ‘
(O Not Configured ~ Comment:
(@ Enabled
(O Disabled
Supported on: [ At jeact Windows Vista
Options: Help:
SSL Cipher Suites This policy setting determines the cipher suites used by the
Secure Socket Layer (SSL).
TLS_ECDHE_ECDSA_WITH_AES_256_GCM
If you enable this policy setting, SSL cipher suites are prioritized
in the order specified.

Picture 32 - modifying cipher suites with group policy

Assigned configuration can be found from registry location presented on the following picture:

B Registry Editor I~ a X
File Edit View Favortes Melp

v | Cryptography o || Mame Ype Data
x ‘°"';7“"“’" || [Defai |  REGSZ  Geshuenotzet)
v 5 St [| Functions  REGSZ  TLS.ECOHE ECOSA WITH_AES 296 GCM SHAJSA TLS ECDHE RSA WITH_AES 2% GCM SHAS
T
< > { € >

Picture 33 — applied policy settings

Default configuration settings can be found from registry location presented on the following picture:

8 With cipher settings described here TLS 1.3 will not work. So, those settings can be useful if we don’t
want to use TLS 1.3 for any reason, for enabling certificate authentication for example.
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Computer\HKEV_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\ Control\Cryptography' Configuration\Local\S5L\00010002
> Default ~ || Name Type Data
vL SSme abi{Default) | REG_SZ NCRVPT_SCHANNEL_INTERFACE
00010003 ab|EceCurves REG_MULTI_SZ curve23519 NistP256 NistP384
ab| Functions REG_MULTI_SZ TL5_AES_256_GCM_SHA384 TLS_AES_128_GCM_SHAZ56 TL
ECCParameters

Picture 34 - cipher suites default configuration

Other configurable Schannel settings
Default location for all Schannel settings is

HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL. It is possible to enable or
disable different Schannel components here, overwrite default configuration.

v . SecurityProviders A || Name Type

SaslProfiles -‘.‘,"-] (Default) REG_SZ

e SCHANNEL % EventLogging REG_DWORD
v - | Ciphers

AES 128/128
AES 256/256
DES 56/56
- NULL
----- RC2 128/128
RC240/128
RC2 56/128
.. | RC4128/128
----- RC4 40/128
----- RC4 56/128
RC464/128
Triple DES 168
..... CipherSuites
v .  Hashes
... | MD5
..... SHA
. SHA256
..... SHA324
SHA512
v . KeyExchangeAlgorithms
: Diffie-Hellman
----- ECDH
PKCS
v . Protocols
> Multi-Protocol Unified Hello
5| | PCT10
> | SSL2.0
> 4 SSL3.0
>-| | TLS1.0
> TLS 1.1
> «|f TES1.2 v
< >

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL

Picture 35 - Schannel configurable options
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Additional possibilities
In addition to TLS and cipher suite configuration there are many other things we can do to secure our
server:

e Keep operating system up to date.

e Disable presenting server information.

e Disable HTTP requests.

e Disable directory listing.

e Run under separate non-system and non-administrator accounts.
e Enable HSTS.

Please take the list above as a short demo recommendations list. Of course, it makes sense to follow
the recommendations, but there can be much more you can do to secure your server:

https://www.google.com/search?q=how+to+secure+lIS+server.
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