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Introduction

This guide describes:

e How to install and configure the Apache2 (v. 2.4.65) web server on Ubuntu Server 24.04.
e How to configure HTTPS (one-way SSL) in the web server.

e How to configure ID-card authentication (two-way SSL) in the web server using ID-cards.
e Other options for server configuration and recommendations for ensuring security.

Apache2 installation and configuration

Installation

1. Renew the Ubuntu package data —in the terminal, run

apt update

roctpubuntu-2404; home/uv

root@ubuntu-24684: /home /uve apt update
1 http://ee.archive. ubuntu.com/ubunty noble InRelease
Hit:2 http://fee.archive,ubuntu.com/ubunty noble-updates InRelease
3 http://ee.archive. . ubuntu.com/ubuntu noble-backports InRelease
Get:d http://ee.archive,ubuntu.com/ubuntu noble/main Icons (48x48) [106 kB8]
:5 http://security.ubuntu.com/ubunty noble-security InRelease
6 http://ee.archive.ubuntu.com/ubuntu noble/main Icons (64x64) [156 kB}
Cet:7 http://ee.archive.ubuntu.com/ubuntu noble/main Icons (64x6482) [21.8 kB)
8 http://fee.archive.ubuntu.com/ubuntu noble/universe Icons (48x48) [3,717 k8

Picture 1 — updating packages

2. Install Apache2 with the command

apt install apache2

root@ubuntu-2464: /home/uvet apt install apache2

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
apache2-bin apache?-data apache2-utils libapritéd 1ibaprytill-dbd-sqlite3
Libaprutill.-ldap libaprutilitsd

Suggested packages:

apache?-doc apache2-suexec-pristine apache? -Suexec -custom

Picture 2 — Apache? installation
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As result of the previous steps, the Apache server is now installed?.

: S apache2 -v
Server version: Apache/2.4.58 (Ubuntu)

Server built: 2025-08-11T711:10:09

Picture 3 — Apache version query

Update Apache to version 2.4.65 using the following commands:
add-apt-repository ppa:ondrej/apache2

apt update

apt upgrade

Apache has now been successfully updated to version 2.4.65 as expected:

: § apache2 -v
Server version: Apache/2.4.65 (Ubuntu)

Server built: 2025-07-26T17:41:22

Picture 4 — the updated Apache version is 2.4.65

With version 2.4.65, the Apache2 web server runs in the insecure HTTP mode:

Apached Ubunta Default Page x

c A Notseese  buntu_spache. ooxdem

- Ubuntu Logo

Apache2 Default Page

This is the default welcome paae used to test the correct operation of the Apache2 server after

Picture 5 — Apache web server in the default configuration

Enabling one-way SSL

Enable SSL for Apache2 with the command

a2enmod ssl

I Currently (as at 30/10/2025), Apache version 2.4.58 is included with Ubuntu by default. The latest version of
Apache is 2.4.65.
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and restart the Apache2 service

systemctl restart apache2

root@ubuntu-2404: fhome/uv

root@ubuntu-2484: /home/uvd azenmod ssl

Considering dependency mime for ssl:

Module mime already enabled

Considering dependency socache_shmcb for ssl:

Enabling module socache_shmcb.

Enabling module ssl.

See fusr/share/doc/apache? /[README .Debian.gz on how to configure SSL and create s

elf-signed certificates.

To activate the new configuration, you need to run:
systemctl restart apache?

root@ubuntu-2404: /home/uvd systenctl restart apache2

root@ubuntu-2484: /home/uvi I

Picture 6 — enabling SSL and restarting the service
Creating the private key and the Certification Signing Request (CSR) file
Elliptic Curve Cryptography (ECC)

First, generate an ECC private key:

openssl ecparam -name secp384rl -genkey -noout -out Apache2404.key

Then, generate an ECC CSR:

openssl req -new -key Apache2404.key -out Apache2404.csr -subj
/C=EE/0O=0ctoX/CN=Apache2404.octox.demo -regexts SAN -config <(cat
/etc/ssl/openssl.cnf <(printf

" [SAN] \nsubjectAltName=DNS:Apache2404.octox.demo,DNS :MYWEB
SERVER.octox.demo") ) ?

root@ubuntu-2404: /home/fuy

root@ubunty-2484: /home /uv¥ openssl ecparan -name secpl3Bdr] -genkey -nocut -out A
pacheZ404 key

root@ubuntu-2484: /home/uv¥ openssl req -new -key Apoachez494 . key -out Apachezd484.
csr -subj JC=EE/OQ=0ctoX/CN=Apache2d484. octox.demo -reqgexts SAN .conflg <(cat Jetc
/ssl/openssl.enf <(printf "[SAN]\nsubjectAltNome=DNS:Apache2484,octox.demo ,DNS:M
YWEBSERVER .octox.deno” ))

root@ubuntu-2484: /home /uvi l

—
Picture 7 — creating a private key and a CSR

Parameters on the yellow background:

1. Apache2404.key is the private key of the certificate;
2. Apache2404.csris the CSR for the certificate authority (CA);
3. CN=Apache2404.octox.demo is the common name for the certificate;

2 |In addition to the certificate attributes C, O, and CN described on the command line, it is also possible to
describe the attributes L, OU, and S if desired. However, only CN can also be used.
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4. DNS:Apache2404.octox.demo and DNS:MYWEB SERVER.octox.demo are the SAN DNS names
for the certificate. These names must correspond to the actual address of the website3. The
names must also be resolvable in name services.

The contents of the CSR can be viewed by running

openssl req -in Apache2404.csr -noout -text

root@ubuntu-2404: /home/uv

root@ubuntu-2404; /home/uv¥# openssl req -in Apache2484.csr -noout -text
Certificate Request:
Data:
Version: 1 (6x90)
Subject: C = EE, D = OctoX, CN = Apache2404.octox.demo
Subject Public Key Info:
Public Key Algorithm: 1d.ecPublicKey
Public-Key: (384 bit)
pub:
171:9b:54:06:30:49:

>

p4:db:9b:fe:8c:11:87:68:
1:b0:89:04:dc:a9:75:52: 2:39:687:21:84:51:
7:5b0:07:61:09:5b:e7:82:fF160:58:b3:af:5e:73:
ee:103:47:1d:9d:26:e6:fe:92:00:60:df:71:23:8e:
24:2b:11:be:6B:T6:60:6c: 3e:beidct7d:Fa:32: 66!
Qe:ae:5e:73:5F:70:43:74:3b:8d:7d:dB:91:bb:el:
52:19:f6:53:8a:d7:64
ASN1 OID: secp3Bdari
NIST CURVE: P-384
Attributes:
Requested Extensions:
X589v3 Subject Alternative Name:
DNS:Apache2d0d.octox.demo, DANS:MYWEBSERVER.octox.demo
Signature Algorithm: ecdsa-with-SHA256
Cianat <'n;n‘ahi‘

Picture 8 — the contents of the CSR
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The following section on creating RSA CSR is left here from the previous version of the document if
somebody wants to continue using certificates based on the RSA algorithm. In the following chapters
of the document, certificates based on the ECC algorithm are described.

Create a CSR and a private key with the command

openssl req -newkey rsa:2048 -keyout Apache2021.key -sha256 -subj

" /CN=Apacheb5 .kaheksa.xi" -regexts SAN -config <(cat
/etc/ssl/openssl.cnf <(printf

" [SAN] \nsubjectAltName=DNS:Apache2021.kaheksa.xi,DNS:Apache5.kaheksa
.xi")) -out Apache2021.csr -nodes

3 Modern browsers do not trust websites where at least one SAN DNS name is not equal to the actual address of
the website.
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uv@ubuntus: -

.‘,

uvubuntui:-§ openssl req -newkey rsa:2948 -keyout Apache2021.key -sha256 -subj
" JCNeApacheS. kaheksa.x1® -reqexts SAN -config <(cat Jetc/sslifopenssl.enf <(print
f "[SAN]\nsubjectAltName=DNS:Apache2021.kaheksa.xi,0NS:Apache5. kaheksa. x1")) -ou
t Apache2®d21.csr -nodes

iGenerating a RSA private key

Picture 9 — generating the private key and CSR

Parameters on the yellow background:

Apache2021.key is the private key of the certificate;

Apache2021.csr is the CSR for the CA;

Apache5.kaheksa.xi is the subject name for the certificate;

Apache2021.kaheksa.xi and Apache5.kaheksa.xi are the SAN DNS names for the certificate.
These names must correspond to the actual address of the website*. The names must also be
resolvable in name services.

PwNhPR

The contents of the CSR can be viewed with the command

openssl req -in Apache2021l.csr -noout -text

4 Modern browsers do not trust websites where at least one SAN DNS name is not equal to the actual address of
the website.
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uv@Ubuntug

uvgubuntus:~$ openssl req -in Apache2021.csr -noout -text
[Certificate Request:
Data:
Verston: 1 (Bx8)
Subject: CN = ApacheS.kaheksa.xi
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
B806:c9:4f:32:54:bd:1a:bb:68: a6 ec:16:c9:3e:28:
ee:f6:r6:09:3a:d7:e6:80:a6:7a:4€:57;:3b:38:70:
70:73:09:01:95:72:8d:¢3:47:46:49:09:12:52:20:
B8:0c:ed:rS:ec:c5:4e:25:3€:27:9b:98:67:b0:bd:
€2:cd:00:98:54:36:d4:bf:bB:60:d9:2a:26:de:6a:
da:11:23:2e:a9:05:94:ff:e8:bb:d2:5e:c2:68:8d:
63:97:71:50:02:20:49:Fc:27:¢c7:28:¢4:7d:53:12;
1c:e6:2e:9d:bd:81:5b:ff:6a:e5:cf:bS:1a:1b:al:
50:20:9b:bd:0c:fe:c8:8f:ed:fF:b6:08:95:10:69:
Af:BB:al:1c:c7:9d:84:53:f0:77:2f:db:ba:2a:%a:
16:74:78:02:c:2:29:77:70:73:61:d7:00:ce:3F:
fa:80:c5:ca:2d:37:a4:2e:a4:8c:beza2:b3:c9:fd:
46:4€:20:Tb:18:8b:3d:09:6a:be:01:3d:ar:29:dd:
e2:b6:63:3c:3e:46:c1:7a:9b:08:83:¢9:32:¢5:54:
b2:e6:3d:23:68:06:8d:53:¢cb:36:¢2:20:7d:77:63:
c7:cf:c9:11:36:b3:47:9b:10:8f:19:66:cb:a4:0f:
50:75:35:bf:0d:53:82:cb:ad:3c:1f:5a1a:2b:70:
a4:8f

Exponent: 65537 (8x10081)

Attributes:
Requested Extensions:
%509v3 Subject Alternative Name:

DNS:Apache2021.kaheksa.x1, DNS:ApacheS.kaheksa.xl

S{inasgrs Alﬂg'ﬁﬁ"": ahggzowl;hnSAgncrvptlon
Picture 10 — the contents of the CSR
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Ordering and installing an SSL certificate

The CSR Apache2404.csr should be sent to trustworthy CA. In the demo environment, the certificate
issuer is the test CA. Signed certificate is issued in Base64 encoded format.

Fal Recigow| Kuva (]

----- BEGIN CERTIFICATE-----

MIICGDCCAZ Hghw] BAg T TEQAMALN FuerBlMw g AMAMAL TAK BRpghh 0PQQUAZAR
MOBWOQYDVCQOERZ QNS hbmi e Nt QOO EAMTON ) 3N AP UNTDEANTQIM S
WA QYDVQQGEW] FRTEOMAGRIUECRME T 20001 i  AcBRaVRANTRIFw Yo
ZTIMOQub 20 3 gul GVt bz EIMBACSyqGIIM MG EGESERARIAZ TAIN b /ol x
c2tUB3p)cbC)BNypdY JUQ kHI YRR 1 sHYQ1054L /VF 1 zrl Sz 7 t2dn5vES 8601
2S00 Ry 2 ¥iwsvtx 390 ) ungSec 1/ Q38X 3Vkbonlhvn A6 rf 20081 =081 044
BgNVHREEMT AvghVBcGF JaGUy DSOS 1 3G Lrf 1ok LR WNVCUIVEVEVS Ll 3
G R 1 bWBWHQYDVROCEEYEF A3 QTR E T JvOMYZ 7qtHYVeSocy INBBGAI Ud Tw(Y
MBadF MnUhSKEVEVBOGE YEap K 1 e SUTHAMGA 1 LW ES /wQUMAL gY TR0 Z1 230
M0 2 QTwdme Clwn T 3 YWnZ daso(Mt Ao Sk e TGE tobe 3 2x 2ky 1 E1 ZoW+ R Iyn
cuFwt1CgYTNLAIEAG] A9EKLSDMQAAF BV INSE Fbf 1o TqetSUSUEYnfALSiu
oiibunYynxyZsuwES

«==--END CERTIFICATE-----

Nd3vm3 IR tary wo% Windooes [CISF e

Picture 11 — Base64 format certificate in a text redactor

In Ubuntu, the certificate looks like the following picture:
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~
Apache2404.pem = o
Apache2404.octox.demo
Identity: Apache2404 octox.demo 9
Verified by: Punane
Expires: 068/18/2025
Subject Name
C {Country): EE
O (Organization) OctoX
CN (Common Name): Apache2404.octoxdema
Issuer Name
CN{CommonName): Punane
lssued Certificate
Version 3
Senal Number: 11 66 66 66 69 DF B9 EC 41 39 69
Close

Picture 12 — ECC certificate in Ubuntu

The certificate also includes the algorithm and alternative SAN DNS names of the subject:

r Apache2404.pem — !f
MD5 B8 D4 9C AC 4B 01 7A 13 ED 49 B8
D1 A6 FE 16 6F
Public Key info
Key Algorithm: Elliptic Curve
Key Parameters: 96 65 28 81 04 00 22
Key Size: 384

Key SHA1 Fingerprint: 48 87 57 48 77 8F 68 67 25 65 58

Public Xey: 04 DB 98 FE 8C 11 87 @6 B1 71 98
54 96 3A 49 71 BO B9 04 DC A9 75
52 54 42 39 07 21 B4 51 B7 5B 87
61 89 5B E7 B2 FF 60 5B B3 AF 5E
73 EE 03 47 1D 9D 26 E6 FE 92 E@
60 DF 71 23 BE 24 28 11 BE 68 F6
60 6C 3E BE DC 7D F4 32 6E 9E AE
S5E 73 S5F FD 43 74 AB 8D 7D D8 91

Subject Alternative Names
DNS Apache2404.octox.demo
DINS: MYWEBSERVER.octox. demo
Cntical: No

Closa

Picture 13 — the algorithm and SAN DNS names

As you can see, the certificate issuer is a CA named ‘Punane’. Now, you need to create a certificate file
in which both the TLS certificate of the future web server and its chain of issuers are located. To do
this, add the issuer’s certificate in .pem format to the certificate file of the web server in .pem format
and save the file as Apache2404.pem.
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Apache2404.pem > 5 =

Apache2404.octox.demo
Identity: Apache2404.octox.demo Q
Verified by: Punane

Expires 08/18/2025

Punane
Identity: Punane Q

Verified by: Punane
Expares: 08/18/2029

Picture 14 — the certificates are consolidated into a single file

Place the generated file in the [etc/ssl/certs folder. In addition, you need to place the certificate
private key in the /etc/ssl/private folder.

root@ubuntu-2404: /hone fuvit

root@ubuntu-2404: /home/uvt cp Apache2484.pem Jetc/ssl/fcerts
root@ubuntu-2484: /home/uve cp Apache2484 . key Jetc/ssl/private
root@ubuntu-2404:; /hone /uve I_]

Picture 15 — copying the certificate and its private key to the certificates folder
Now, the certificates and private key needed by Apache2 for one-way SSL have been correctly installed.
Creating a virtual website

Create a separate virtual website for your configuration. First, create a home folder named
[var/www/Apache2404 for the content of the website.

root@ubuntu-2404; home/uv

root@ubunty-2464: /home/uves mkdir /Jvar/www/Apache2dnsd
root@ubuntu-2464: /home /uve

Picture 16 — creating a home folder for the website

Place a simple and recognisable webpage in the folder. In this example, the file
[var/www/html/index.html is copied to the new folder for testing. Minor modifications are made in
the heading or title of the copied webpage to ensure it is taken from the right place.

Next, prepare the virtual site configuration file. Create a new file named with the command

nano /etc/apache2/sites-available/Apache2404.conf
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root@dubuntu-2404: Mome/uv

root@ubuntu-2464: /hone fuve nano fetc/apache?/sites-available/Apache2d84.conf
root@ubuntu-2464: /hone fuvs

Picture 17 — creating a new configuration file

Now, change the new configuration file as you wish. Paste the following configuration in it:

# Beginning of file
<Virtualhost Apache2404.octox.demo:80>

# By contacting the HTTP site, automatic HTTP -> HTTPS redirection takes
place with the next two lines.

Servername Apache?2404.octox.demo

redirect / https://Apache2404.octox.demo
</Virtualhost>

<VirtualHost Apache2404.octox.demo:443>

# General info
ServerName Apache2404.octox.demo:443
DocumentRoot /var/www/Apache2404

# SSL configuration
SSLEngine on
SSLCertificateFile /etc/ssl/certs/Apache2404.pem
SSLCertificateKeyFile /etc/ssl/private/Apache2404.key

# Error collection configuration

ErrorLog ${APACHE7LOG7DIR}/error.log

CustomLog ${APACHE7LOG7DIR}/access.log combined
</Virtualhost>

# End of file

Activate the new configuration with the command

a2ensite Apache2404.conf

Then, restart the Apache2 service.

root@ubuntu-24684: /home/uvll aZensite Apache2d484.conf

Enabling site Apache2404,

To activate the new configuration, you need to run:
systemctl reload apache2

root@ubuntu-2484:; /home/uv# systemctl reload apache?

root@ubuntu-2464: /home [uv# J

Picture 18 — activating the website and restarting Apache2
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Now, the new website can be accessed by one-way SSL. In addition, all HTTP requests to the site
http://Apache2404.octox.demo  are  automatically redirected to the HTTPS site
https://Apache2404.octox.demo.

APACHE TOIMIB! X ar

c 2% apache2404.octox.demo/

OctoX-RIA-SSL juhendid!

Picture 19 — the Apache web server is working and using one-way SSL

Note. There can be many similar virtual websites with different names in same Apache2 server with a
single IP address.

Requiring two-way SSL

If you wish to allow website access by authenticating with an Estonian ID-card, you need to supplement
the existing configuration slightly.

Add the following lines to the SSL section of the file Apache2404.conf:

SSLVerifyClient require
SSLVerifyDepth 2
SSLCACertificateFile /etc/ssl/certs/EID Bundle.pem

root@ubuntu2204: ~ Qll= x

GNU nano 6.2 /etc/apache2/sites-available/Apache2204.conf *

# Certificates
SSLEngine on
SSLCertificateFile /etc/ssl/certs/Apache2204.pem
SSLCertificateKeyFile /etc/ssl/private/Apache22084.key

# Revocation and filtering.
SSLVerifyClient require
SSLVerifyDepth 2
SSLCACertificateFile /fetc/ssl/certs/EID Bundle.pem

Ml Execute M8 Location
B Justify Wi Go To Line

WY Write Out Where Is
Mi Read File Replace

Picture 20 — updated configuration file, SSL section

Now, create a new text file named EID_Bundle.pem®, which includes the elD root and intermediate
certificates (EE-GovCA2018, ESTEID2018, EEGovCA2025, ESTEID2025) in Base64 encoded format. With
this file, you can filter out all CA’s whose certificates are supported by the new website. The user will
only see the certificates from those chains. When opened in Ubuntu, the file looks like this:

5 Available: EID_Bundle.pem
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EID_Bundle pem - O x
EE-GovCA2018
Identity: EE-COovCA2018 9
Venfied by EE-CovCa2M8
Expires 09/05/33
| Deaili

Expires: 09/05/33

EEGovCA2025 m
Identity: EECOVCA2025 Q

venfed by B vCA2025

Expires 05/05/40

ESTEID2025 ﬂQ

Expires: 05/03/40

o

Picture 21 — root and intermediate certificates in one file

Save the file as EID_Bundle.pem and copy it to the folder /etc/ssl/certs. Restart Apache2 web server
with the command ‘systemctl reload apache2’ to activate the change in the web server.

After accessing the website Apache2404.octox.demo now, a user certificate is required.

x

x @ apache2404.octox.demo

Select a certificate

VANEM USMAS

2 Photo by NASA

Picture 22 — user certification request

The server suggests certificates to the user, the issuers of which are described in the file
EID_Bundle.pem. After confirming the certificate and entering the PIN, the user can access the website
—two-way SSL works.
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Additional configuration options

The purpose of this document is not to give exact guidance on how to optimise or protect websites,
but to show how to configure two-way SSL for Estonian ID-cards. However, you should take into
account the following.

Firewall rules (if necessary)

For creating a firewall rule, run the command
ufw allow 'DESIRABLE RULE'
on the terminal. For example, to allow HTTPS traffic only, run

ufw allow 443/tcp

root@ubuntu-2404: /home/uv

root@ubuntu-2464: /home/uve ufw enable

Firewall is active and enabled on system startup
root@ubuntu-2404: /home/uve ufw allow 443/tcp
Rule added

Rule added (v6)
root@ubuntu-2404: /hone fuve

Picture 23 — activating firewall and creating a https rule

If the firewall is active (ufw enable), running the command ufw status in the terminal shows
the active rules.

rootubuntu-2404; Mome/uy

root@ubuntu-2404: /home/uvd ufw status
Status: active

To Action From
443 /tcp ALLOW Anywhere
d43/tcp (v6) ALLOW Anywhere (v6)

root@ubuntu-2404: /home /uv# l

Picture 24 — the firewall is active and only HTTPS traffic is enabled
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Checking the status of the user’s certificate against the OCSP service®

Using the OCSP (Online Certificate Status Protocol) service, you can check the revocation status of
client certificates practically in real time. With every client authentication attempt, the web server
sends a query to the OCSP service, which responds with the certificate status.

SK and Zetes offer a free-access (free-of-charge) AIA OCSP service. For certificates issued under the
ESTEID2018 and ESTEID2025 CA, AIA OCSP service location is already included in the certificate
(http://aia.sk.ee/esteid2018, http://ocsp.eidpki.ee).

ERETT

TR EFCTES

B Sert *
Oidist Ukskasiad Sertimistee
Kuva:  <Kdik> ~
vali vasrtus

4910be39040ccd 1656026488, .
3053 30 5106 06 0400 Be 46...

Teema vitmeidentifikaator

a Kvalifitseeritud sertide aval...

EITéiusmtud vitme kasutamine
Bsﬁrmejélg

Keskuse vitmeidentifikaator ~ VatmelID =d3ac70db5f7ebed4f, .,
1 Juurdepdis keskuseteabels [1]Juurdepéss organiteabele: ...
Q\iﬁtrne kasutamine Digitaalallkiri, Vatme iihildumin. ..

Kliendi autentimine {1.3.6.1.5....
6687fa24043255d7f0630c25d. ..

[1]Juurdepéés keskuse teabele
Juurdepdsu meetod=0nline serdi olekuprotokell (1.3.6.1.5.5.7.48.1)
Alternatiivne nimi:
URL =http: /faia.sk.ee/esteid 2018
[2]Juurdep&as keskuse teabele
Juurdepaisu meetod=Sertimiskeskuse véljaandja (1.3.6.1.5.5.7.48.2)
Alternatiivne nimi:
URL =http: ffc.sk.eefesteid2018.der.crt

Redigeeri atribuute. .. Kopeeri faili... |

Picture 25 — ESTEID2018 AIA OCSP address in the certificate

To enable the user certificate validity check against the AIA OCSP service, you need to add the following
lines to the SSL configuration of Apache2:

SSLOCSPEnable leaf # - enables the OCSP validity check for user

certificates.
SSLOCSPUseRequestNonce off # - turns off the OCSP service nonce

reqguirement.

6 The certificate check is also doable with certificate revocation lists (CRL), but this is not covered in this
document, as the OCSP-based solution is preferred.
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SSLEngine on
SSLCertificateFile /etc/ssl/certs/Apache2204.pem
SSiLCertificateKeyFile /etc/ssl/private/Apache2204 . key

SSLverifyClient require
SSLVerifyDepth 2
SSLCACertificateFile sfetc/ssl/certs/EID Bundle.pem

SSLOCSPEnable leaf
SSLOCSPUseRequestNonce off

Help l Write Out ‘ where 1s I Cut l Execute I Location
Exit Read File Replace Paste Justify Go To Line

Picture 26 — the AIA OCSP configuration is added

Reload the Apache2 web service with the command systemctl reload Apache2. With this
configuration, the OSCP service address is taken from the user certificate.

Default webpage removal

The default webpage is also installed with the Apache2 installation. To remove the default website
from the solution, run the command a2dissite 000-default.conf and activate the change
with systemctl reload apache2.

= root@ubuntu2204: home/uwvitemp Q

rootBubuntu2204: /home/uv/tempe a2dissite D0O-default.conf
Site 908-default disabled
ITo activate the new configuration, you need to run:
systenctl reload apache2
root@ubuntu22@4: /home/uv/tenps systenctl reload apache2 '
root@ubuntu2264: /home/uv/ temps I

Picture 27 — default webpage removal

Recommended security settings for Apache

SSL/TLS

Apache version 2.4.55 uses all SSL/TLS protocols with a version higher than SSL3 by default:

= roat @ubuntuZ204: P Q = x
root@ubuntu2284: /home/uv/tenpd grep -1 -r "SSLProtocol” setc/apache2/mods-availa
ble/
etc/apache? /mods -avallable cont:55LProtocol all -S5Lv3 '
root@ubuntu2 284 : /home /uv/ temp¥

Picture 28 — default configuration of Apache SSL/TLS

It is no longer recommended to use TLS protocols with a version number lower than TLS 1.2. TLS
version 1.3 has also been in use for a while.
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If there is no specific requirement to allow TLS 1.2, it is recommended to only use TLS 1.3. While TLS
1.2 is very stable and secure with the correct configuration, TLS version 1.3 is faster, more secure by
default, and needs less configuration. In standard situations, TLS 1.2 should be enabled only if really
needed, and if it is enabled, it is mandatory to allow only secure cipher suites and extensions.

To configure Apache to support only TLS protocol version 1.3, you need to add the following line to
the Apache configuration file:

SSLPROTOCOL -all +TLSvl1.3

I SSLPROTOCOL -all +TLSv1.3
Picture 290 — enabling only TLS version 1.3 in the configuration file

To support TLS versions 1.2 and 1.3, add +TLSv1. 2 to the configuration line.

If you want to make the change at the server level, modify the parameter SSLPROTOCOL in the file
/etc/apache2/mods-available/ssl.conf.

More information about the recommendations for the use of the cipher suites can be found in the
cryptographic algorithms life cycle report ordered by RIA at
https://www.id.ee/en/article/cryptographic-algorithms-life-cycle-reports-2/.

Cipher suites
All TLS 1.3 cipher suites are currently considered safe, no additional configuration is required for
security considerations for this protocol.

TLS 1.2 is different. There are many different TLS cipher suites available with Apache version 2.4.55,”
which can be viewed with the command

openssl ciphers -v
By default, only two rules are defined regarding ciphers:
1) HIGH —some ciphers with a key length of 128 bits and all stronger ones are enabled;

2) laNULL - ciphers not supporting authentication are disabled.

I
i SSLCipherSuite HIGH:!aNULL

Picture 30 — server-based configuration in the file /etc/apache2/mods-available/ssl.conf

If you wish to configure the available cipher suites used with TLS 1.2 in more detail, you can use the
command ‘SSLCIPHERSUITE’ in the Apache configuration file. Here, you can use predefined aliases or
exact cipher suite descriptions.

7 The ciphers of other protocols are not covered in this chapter, because protocols older than version 1.2 should
be disabled and version 1.3. is currently preferred.
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It is impossible to give an exact recommendation for configuring cipher suites without knowing the
requirements applicable to the webpage. However, non-secure cipher suites must be removed from
the list. It is reasonable to describe the specific enabled cipher suites for TLS 1.2.

Example:
e Using the following command line in the configuration file:
SSLCIPHERSUITE "ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-
SHA384"

only the described cipher suites are allowed.

You can also configure cipher suites at the server level by modifying the parameter ‘SSLCIPHERSUITE’
in the file /etc/apache2/mods-available/ssl.conf.

More information about the recommendations for the use of the cipher suites can be found in the
cryptographic algorithms life cycle report ordered by RIA at
https://www.id.ee/en/article/cryptographic-algorithms-life-cycle-reports-2/.

SSLHONORCIPHERORDER

Another important parameter related to ciphers is ‘SSLHONORCIPHERORDER’, the value of which
should be set to ON in the configuration file. This way, the server’s list of cipher suites is always
preferred over the user’s. By default, this parameter is undefined and its default value is ‘off’.

Additional filtering of user certificates

Important! To avoid access to the web service with incorrect certificates, you must add the following
requirements in the server configuration:

1) The certificate must have the correct ‘extendedKeyUsage’ field;
2) The issuer of the certificate must be ESTEID2018 or ESTEID2025.

Add the following lines to the Apache configuration:

<Location "/">

Require expr ( \

(${SSL_CLIENT I DN CN} == "ESTEID2018" || ${SSL CLIENT I DN CN} ==
"ESTEID2025") \
and "TLS Web Client Authentication, E-mail Protection" in

PeerExtList ('extendedKeyUsage') \

)
</Location>

The configuration above can be added to the virtual host or to the Apache main configuration. After
adding these requirements, only certificates with the correct extendedKeyUsage field issued from the
enabled chain can access the services.
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Notes:

e If you are using another feature to filter network traffic, the secure configuration should be
implemented there, too. SK has published information about the F5 configuration in the
chapter ‘Only accept certificates with trusted key usage’ in the following article:
https://github.com/SK-EID/smart-id-documentation/wiki/Secure-Implementation-Guide

e SK’s recommendations for secure ID-card authentication are published here in the chapter
‘Defence: implement ID-card authentication securely’: https://github.com/SK-EID/smart-id-
documentation/wiki/Secure-Implementation-Guide

e The recommended method for avoiding incorrect certificates is using OIDs in the certificates.
Unfortunately, there is currently no method for doing this at the server level. If possible, open
the certificate at the web application level, check for a correct OID in the certificate, and if
there is none, reject the authentication request. All currently known OIDs are listed in the
chapter ‘Only accept certificates with trusted issuance policy’ in the following article published
by SK: https://github.com/SK-EID/smart-id-documentation/wiki/Secure-Implementation-
Guide

Filtering certificates displayed to the user

By default, the selection of certificates displayed to the user is not limited, which means that all user
authentication certificates are listed during authentication in the web server. However, you should
only display the certificates issued from the ESTEID2018 or ESTEID2025 chain to the user. To do so:

1) Create afile for accepted chains /etc/ssl/certs/DN_Bundle.pem?
2) Put the ESTEID2018 and ESTEID2025 certificates in Base64 format into the created file
3) add the directive

SSLCADNRequestFile /etc/ssl/certs/DN Bundle.pem

into the SSL section of the Apache configuration file and save the new configuration;

4) restart the Apache server with
systemctl reload apache2

Now, Apache will send information to the user that only certificates issued from the ESTEID2018 chain
are supported and only certificates issued from that chain are displayed to the user.

Enabling HTTP Strict Transport Security (HSTS)

1. Enable mod-headers in the terminal with
a2enmod headers

8 Available as DN_Bundle.pem
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1l
X

root@ubuntu2204: ~ Q

root@ubuntu2204:~# a2enmod headers
Enabling module headers.
To activate the new configuration, you need to run:
systemctl restart apache2
root@ubuntu2204:~# systemctl restart apache2 l
root@ubuntu2204:~# Jj
—

Picture 31 — enabling Apache headers (in this example, for HSTS)

2. Add the following line to the Apache configuration:
Header always set Strict-Transport-Security "max-age=31536000;
includeSubDomains"

# Enable HSTS.
Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Picture 32 — activating HSTS for 30 days

3. To apply the changes, restart the Apache service.

Additional possibilities
In addition to TLS and cipher suite configuration, you should pay attention to the security of the Apache
server from the following aspects:

o Keep the operating system up to date.
e Keep Apache up to date.

e Run Apache under non-root user rights.
e Disable presenting server information.
e Remove unnecessary modules.

e Add and configure Mod Security.

e Add and configure Mod Evasive.

e Disable default directory listing.

e Enable logging.

The above is a sample list of ways to improve Apache security. Detailed recommendations are available
online: https://www.google.com/search?g=how+to+secure+apache+server.
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Appendix

EID_Bundle.pem

EE-GovCA2018

MITIE+DCCBFmgAwWIBAGIQMLOW1XoR00Fbj52nmRsnezAKBggghkjOPQODBDBaMQOsw
CQYDVQQOGEWJIFRTELMBkGA1IUECgwSUO0sgSUQgU29sdXRpb25zIEFTMRCcWFQYDVQRh
DASOVEJFRS0xMDcONzAxXMzEVMBMGA1UEAwWWMRUUtR2 92Q0EyMDE4MB4XDTE4MDkw
NTASMTEwWM10XDTMzMDkwNTASMTEWM1 owiWj ELMAKGALIUEBhMCRUUXGZzAZBgNVBAOM
EINLIEIEIFNvPHV0aW9ucyBBUZEXMBUGALUEYQwWOT1RSRUUtMTA3NDCcWMTMxFTAT
BgNVBAMMDEVFLUdvdkNBMjAxODCBmzAQBgcghkjOPQIBBgUrgQQAIwOBhgAEAMch
/dmAcVo/b2azEPS6CEW7 fEA2KUHKC53D7ShVNvLz4QUjCdATXjds/4u99jUoYEQec
1uVVzM1gEJRINkN2eOrLAZYxPjwG5H1T11 ZEyWIQKVdeEgyvhzWWTNHG] V3HAZRv
7L904533PtJAyqJIg90Ts6mjsqwEXjH49bfZ6CCGmzUJIsHo4 ICVDCCArgwEgYDVROT
AQH/BAgWBgEB/wIBATAOBgNVHQ8BAf8EBAMCAQYWNAYDVRO1AQH/BCOWKAYIKWYB
BQUHAwkGCCsGAQUFBWMCBggrBgEFBQCcDBAY IKwYBBQUHAWEWHQYDVROOBBYEFH4p /AQEDMAOGCYsGAQQB
g5F/AQEEMAOGCYsGAQQBg5F/AQEFMAOGCYSGAQQBgS5F/AQEGMDEGC1sGAQQBg5Eh
CgEwIzAhBggrBgEFBQcCARYVaHROcCHM6Ly93d3cuc2suZiWUvQ1lBTMBgGCCsGAQUF
BwEDBAWWCJAIBgYEAISGAQEWCGYIK0ZIzjO0EAWQDgYWAMIGIAkKIBk698EqetYITt
6HWO50CfzdITIJKml£CI34xKAU7J+wz1tNVu2tHIJwEhdsH0e921i969sRDpl1RNP1Vh
4XFJzI30QFQCQgGVxmcuVnsy7/NUscDZ0erwovmbFOsNXxELCANXNSWx5xMgqzEIhV8
460pxulQUFDIBBPzkbBenL4h+g/WU71G78fIhA==

MIIFVzCCBLigAWIBAQIQAUf6rBROS4tbo2bU/mzV7TAKBggghkjOPQQDBDBaMQswW
CQYDVQQGEWJFRTEbMBkKGAL1UECgwSUOsgSUQgU29sdXRpb25zIEFTMRcWwEFQYDVQRh
DASOVEFJFRS0xMDcONzAxXMzEVMBMGA1UEAwWWMRUUtR2 92Q00EyMDE4MB4XDTE4MDky
MDASM] IyOFoXDTMzMDkwNTASMTEWM1 owWDELMAKGA1UEBhMCRUUxGZzAZBgNVBAOM
EINLIEIEIFNvbHV0aW9ucyBBUzZEXMBUGALIUEYQwWOT1RSRUUtMTA3SNDcwMTMxEZAR
BgNVBAMMCKVTVEVJIRDIWMTgwgZswEAYHK0ZIzj0CAQYFK4EEACMDgYYABAHHOBRL YV
7UrRPYP1yHhOb7RA/YBDbtgynSVMgYdxnFrKHUXh6tFkghvHuAlk2DSomlhE5kgh
B5VspDembwWDJIBOQWQGOI/0t3EtccLYjeM7F9x0OPdzUbZaIbpNRHpQgVBPpFX0xpL
TgW27MpIMhU8DHBWEpeAaNX3eUpD4gC5cvhsKORFEqQOCAxOwggMZMB8GA1UdIwWQY
MBaAFH4pVuc0knhOd+FvLjMgmHHB/TSEfMBOGA1UdDgQWBBTZrHDbX36+1Pig5L5H
otA0rZogEjAOBgNVHQ8BAf8EBAMCAQYWEGYDVROTAQH/BAGWBYER/wIBADCCACOG
A1UdIASCACQWggHAMAGGBgQA ] 30BAJAJBgCEAIVSQAECMDIGCYSGAQOBgSENAQER
MCMwIQYIKwYBBQUHAGEWFWhOdHBz018vd3d3LnNrLmV1LONQUzANBgsrBgEEAYOR
IQEBAJANBgsrBgEEAYORfwEBATANBGs rBgEEAYORIQEBBTANBgs rBgEEAYORIQEB
BjANBgsrBgEEAYORIQEBBzANBgsrBgEEAYORIQEBAZANBgS rBGEEAYORIQEBBDAN
BgsrBgEEAYORIQEBCDANBgsrBgEEAYORIQEBCTANBgs rBgEEAYORIQEBCJANBgST
BgEEAYORIQEBCZzANBgsrBgEEAYORIQEBDDANBgsrBgEEAYORIQEBDTANBgS rBgEE
AYORIQEBDJjANBgsrBgEEAYORIQEBDZANBgs rBgEEAYORIQEBEDANBgs rBgEEAYOR
IQEBETANBgs rBgEEAYORIQEREjANBgs rBgEEAYORIQEREzANBgs rBgEEAYORIQER
FDANBgsrBgEEAYORfwWEBAJANBgsrBgEEAYORfwEBAZANBgsrBgEEAYOREwEBBDAN
BgsrBgEEAYORfwEBBTANBgs rBgEEAYORfwEBBjAQBgNVHSUBAf8EIDAeBggrBgEF
BQcDCQYIKwYBBQUHAWIGCCSGAQUEFBWMEMGOGCCsGAQUFBWEBBF4wXDAPBggrBgEF
BQcwAYYdaHROcDovL2EFpYS5zay5172591Z2S1nb3ZjYTIwMTgwLwY IKwYBBQUHMAKG
I2h0dHA6LY9JLnNrLmV1LOVFLUdvdkNBMjAxOC5kZXIuY3J0MBgGCCsGAQUEFBWED
BAwwCJAIBgYEAISGAQEWMAYDVROfBCkwJIzAloCOgIYYfaHROcDovL2Muc2suzZWUv
RUUtR292Q0EyMDE4LmNybDAKBggghkjOPQQODBAOB]AAWGYgCQgDeuUY4HczUbFKS
002HZ88gclgYdztHgglENYyTMtXE6dMBRNCbgUmhBCAAOMISHbyFJ8WIikLiSyurm
kJIMOhDE9KgJCASOgA405TIa5nKjTIPNsHQIMi 7KZsIcTHOoBccx+54N8ZX1MgBozJ
mT59rZY/2/0eE163BAwWDOUJUQANMPP6+W3Vd

EEGovCA2025
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MIIC1jCCAhygAwWIBAgIUKbkXJo8FWjthNs7HgduglRiXqwswCgYIKoZIzjO0EAWMW
WDEUMBIGAlUEAwWwLRUVHb3ZDQTIwM]jUxFzAVBgNVBGEMDk5UUkVFLTE3MDY 2MDQ5
MROWGAYDVQQKDBFaZXR1lcyBFc3RvbmlhIE/DnDELMAKGAIUEBhMCRUUwHhCNM Uw
NTA2MDgxODEzWhcNNDAWNTAIMDgxODEyWjBYMROWEGYDVQQODDAtFRUAvVAKNBMjAY
NTEXMBUGALUEYQWOT1RSRUUtMTcwNjYwNDkxGjAYBgNVBAOMEVP1dGVzIEVzdGou
aWEgT80cMOswCQYDVQOGEWIJFRTB2MBAGBYygqGSM4 9AgGEGBSUBBAAIA2TABHOzMU4D
UN/Ay6gUdWzMUDAYFaauOflpuuicO2bfK7kHNGw+psRRn6DaF/4cVQd8gHxbDF2x
N4jJf1bSpQHLSc2RZHSCI8gb4E9GmB5MDoVVxiXnBHOOW3+550m/BfwcwaOBpjCB
0zASBgNVHRMBAf8ECDAGAQH/AGEBMB8GA1UdIWQYMBaAFKgAqJIsPulOumfsUCIHLN
LPG1Kdm3MDOGA1UdAIAQ2MDQWMgYEVROgGADAGMCgGCCsGAQUFBwIBFhxodHRwczov
L3J1cGY9zaXRvenkuZWlkeGtpLmV1IMBOGA1UdADgQWBBSqgKibD7tLpn7FAVRyzSzx
PSnZtzAOBgNVHQ8BAf8EBAMCAQYWCOYIK0ZIZzj0EAWMDaAAWZQIwOy8+eV+yYNXt
XcEEdAOuQd60071XucK3W4cDewxEoEXb41iTYFswiWUZg3DacfmeE+/AjEAkzHeNdru
QgKfvgTFB3eNRnMycNcnJ3rmGe37u9zgH8wnQUuMhUC10GxeRcK4ANVIT

MIIDDzCCApagAwIBAgGIUUFQrcGtK7/jCP+GyAOTPvbglGlcwCgYIKoZIzjO0EAWMW
WDEUMBIGA1UEAwWwLRUVHb3ZDQTIwM]jUxFzAVBgNVBGEMDk5UUkVFLTE3MDY2MDQ5
MROWGAYDVQQKDBFaZXR1cyBFc3RvbmlhIE/DnDELMAKGALUEBhMCRUUwHhcNM]jUw
NTA3MTMyMDA3WhcNNDAWNTAZMTMyMDA2WjBXMRMwEQYDVQQODDAPFUIRFSUQyMDI1
MRcwFQYDVQRhDASOVFJFRS0xNzA2NJAOOTEaMBgGA1UECgwWRWmMV0ZXMgRXNOb25p
YSBPwSwxCzAJBgNVBAYTAKVFMHYWEAYHK0ZIZzj0CAQYFK4EEACIDYgAEASEmb1AN
xN7G22CCEQ3ts2YZNieTUZP4Vc4iObhmL/um4EXkiA4HgyCiR5T601KAEKPAXFBs
fmcLoPN+TmBO8ZpLGEqQylVwf59ahDW7dQiLXTIAEIGCoXSWIIMVtHDZ204IBIDCC
ARWwEgYDVROTAQH/BAgwBgEB/wIBADALBgNVHSMEGDAWgBSqgKibD7tLpn7FAVRY
zSzxpSnZtzBABggrBgEFBQCBAQQOMDIWMAY IKwYBBQUHMAKGIGhOdHA6LY 9 cnQu
ZW1lkcGtpLmV1LOVEFR292Q0EyMDI1LmNydDA9BgNVHSAENJAOMDIGBFUAIAAWK]AO
BggrBgEFBQcCARYcaHROcCHM6LyY9yZXBvc210b3J5LmVpZHBraS51ZTA1IBgNVHREE
LjAsMCggKKAmMhiRodHRwWOi8vY3JsLmVpZHBrasS51Z2S9FRUAvAkNBMAYNSSjcmww
HQYDVROOBBYEFJLAOLC4NhJo9crtZuS5HKohtpo3oMA4GA1UdADWEB/wQEAWIBBIAK
BggghkjOPQQDAWNNADBkASJANi pgLOgdM985dSFZ fKvU9IATSz2YdmmUSZBxu01L7Q
XKzga0ZDyXmfO03NPLNAC6dICMBQiROZbLoPezO9LD1847UbENx85hloLlzweWjgP
rY++Xj8FjCD1C9hnblsVgj3XAA==

DN_Bundle.pem

ESTEID2018

MIIFVzCCBLigAwIBAgIQdUf6rBROS4tbo2bU/mZV7TAKBggghkjOPQODBDBaMQsw
CQYDVQOGEWJFRTEDMBkGALIUECgwSUOsgSUQgU29sdXRpb25zIEFTMRCcwFQYDVQORh
DASOVFJFRS0xMDcONzAxXxMzEVMBMGA1UEAWWMRUUtR2 92Q0EyMDE4MB4XDTE4MDky
MDAS5M] IyOFoXDTMzMDkwNTASMTEWM1 owWDELMAKGA1UEBhMCRUUXGZzAZBgNVBAOM rBgEEAYORIQEBCIANBgST
BgEEAYORIQEBCzANBgsrBgEEAYORIQEBDDANBgSrBgEEAYORIQEBDTANBgsrBgEE
AYORIQEBDJANBgsrBgEEAYORIQEBDzANBgs rBgEEAYORIQEBEDANBgs rBgEEAYOR
IQEBETANBgs rBgEEAYORIQEBE jANBgs rBgEEAYORIQEBEzANBgsrBgEEAYORIQER
FDANBgsrBgEEAYORfWEBAJANBgsrBgEEAYORfwEBAZANBgSrBgEEAYORfwEBBDAN
BgsrBgEEAYORfwEBBTANBgsrBgEEAYORfWEBB]AQBgNVHSUBAf8EIDAeBggrBgEF
BOcDCQYIKwYBBQUHAWIGCCsGAQUFBWMEMGOGCCsGAQUFBWEBBF4wXDApBggrBgEF
BOcwAYYdaHROcDovL2FpYS5zay512591Z2S1nb3ZjYTIwMTgwLwY IKwYBBQUHMAKG
I2h0dHA6LYy9)LnNrImV1LOVFLUdvdkNBMjAxOC5kZXIuY3J0MBgGCCsGAQUEBWED
BAwWwCJAIBgYEAISGAQEWMAYDVROfBCkwJzAloCOgIYYfaHROcDovL2Muc2suZWlv
RUUtR292Q0EyMDE4LmNybDAKBggqhkjOPQQDBAOBI AAWgYgCQgDeuUY4HczUbFKS
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002HZ88gclgYdztHgglENYTMtXE6dMBRNCbgUmMhBCAAOMISHbyFJ8WI9ikLiSyurm
kJIMOhDE9KgJCASOgA405TIa5nKjTIPNsHQIMi 7KZsIcTHOoBccx+54N8ZX1MgBozJ
mT59r2Y/2/0eE163BAwWDOUAUQANMPP6+W3Vd

MIIDDzCCApagAwIBAgIUUFQrcGtK7/jCP+GyAOTPvbglGlcwCgYIKoZIz 0EAWMW
WDEUMBIGA1UEAwWwLRUVHb3ZDQTIwM]jUxFzAVBgNVBGEMDk5UUkVFLTE3MDY 2MDQ5
MROWGAYDVQQKDBFaZXR1lcyBFc3RvbmlhIE/DnDELMAKGALUEBhMCRUUwHhcNM]Uw
NTA3SMTMyMDA3WhcNNDAWNTAZzZMTMyMDA2W] BXMRMWEQYDVQQODDAPFUIRFSUQyMDI 1
MRcwFQYDVQRhDASOVEJFRS0xNzA2NJAOOTEaMBgGAL1UECgWRWmMVO0ZXMgRXNOb2 5p
YSBPwSwxCzAJBgNVBAYTAKVFMHYWEAYHK0ZIZzj0CAQYFK4EEACIDYgAEASEmblAnNn
xN7G22CCEQ3ts2YZNieTUZP4Vc4iObhmL/um4EXkiA4HgyCiR5T601KAEKPAXFBs
fmcLoPN+TmBO8ZpLGEqylVwE59ahDW7dQiLXTIAEIi GCoXSWIIMVvtHDZ204IBIDCC
ARWwEgYDVROTAQH/BAgwBgEB/wIBADAfBgNVHSMEGDAWgBSqgKibD7tLpn7FAVRY
zSzxpSnZtzBABggrBgEFBQcBAQQOMDIWMAY IKwYBBQUHMAKGIGhOdHA6LY 93 cnQu
ZW1lkcGtpLmV1LOVEFR292Q0EyMDI1LmNydDA9BgNVHSAENJAOMDIGBFUAIAAWKIAO
BggrBgEFBQcCARYcaHROCHM6LY9yZXBvc210b3J5LmVpZHBraS51Z2TA1BgNVHREE
LjAsMCggKKAmMhiRodHRwWOi8vY3JsLmVpZHBrasS51Z2S9FRUAvAkNBMAYNSSjcmww
HQYDVROOBBYEFJLAOLC4NhJo9crtZu5HKohtpo3oMA4GA1UADWEB/wQEAWIBB)AK
BggghkjOPQQDAWNNADBkAJANi pgLOgdM985dSFZ fKvU9IATSz2YdmmUSZBxu01L70Q
XKzga0ZDyXmfO03NPLNAC6dICMBQiROZbLoPezO9LD1847UbENx85hloLlzweWjgP
rY++Xj8FjCD1C9hnblsVgj3XAA==
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